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ON GER1ILAN METEOROLOGICAL CYPHERS .
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This i nterrogation was carri ed out on 23rd J une 1945, by Lt . Cdr. Forster, 
R.N. V.R ., in t h e back parlour of !l f'a rm-hous e a t Bargen in the Gennan~controll ed 

conc ent ration ar ea ' G' . Th i n t errogat er had l i t t le t i o e nt his d i sposal and 
had no special knowledge of Gerw~ met eor ol ogi cal cYl)her s j mor eover , ci r cuo
s tanc ~S wer e generally unfavourable f or d etai led int errogat ion . He t h eref ore 
rest:t:icted hims el f to obt i ning answers t o t he ques t i onn a i r e drawn up by 
G. C.C .S . I t will b e seen t ha t an vera were not ob t ain ed t o all the ques t ions . 

I t wa s Dade clear t o Dr . St i ehl er that though t he i nt er roga t or had neit her 
t h e Ci.es i r e nor t h e power to ext ract any infor mation f r om him 'Whi ch he w. s 
u:wlilli ng t o g i ve , Kapita en zur See LUCAN, the Di r ector of 4 SKL II, had already 
seen f it to g i ve us such i nf orma t i on a s h e pos sessed and it was e ected t ha t 
Dr . Sti ehl er woul.d do t he same . He said he was prep ared to answer questions . 
The a tmosph ere t hr oughout VI s very t ens e. Dr. St i ehl er apparent l y exp ect ed 0 

be sh ot or ot herwi s e ill- t reat ed by the i nterrogator, who was a ccompani ed by 
another El-~ed offic er, but gave away as l itt le as pos s i bl e . 

TICOM Oopy No. I ~ 
5 J Uly 1945 o. of Pages 5 

D-\stribution: 

British U. S. 
1 . Di r ect or 25 - 26. OP-20-G ( 2) (vi a Lt. Pendergras ) 
2. D.D.3 . 27. G-2 (vi a Lt . Col . Hi l l es ) 
3. . D. 4 . 28- 29. S.S .A. (2) (vi a Major Seaman) 
4 . D. D. (N.S . ) 30-31 . Direct or, S . I . D. ETOUSA ( 2) 
5. D.D. ("\ •w.) (via Lt.Ool. J ohnson ) 
6. D.D. (A.S. ) 
7-8. A. D. CC .C .R . ) (2 ) 
9 . Lt.Ool. Leat hem 

Add i tionalTIC01.i 
10 . - Chairnan 32 . Dr. McVitt i e 
11-12. 8 • •C. (2 ) 33. Lt.Odr. Forster 
13. Odr. Bacon 
14. Odr. Mackenzi e 
15 . Odr. Tandy 
16 . r.e.cei . J ohnson 
17 . Lt.Odr. 1ian s on 
18. Major Sea.IYan 
19. Lieut. Eachus 
20 . Lieut . Vance 
21 . Oaptai n Oowan 
22. Lieut . Fehl 
2 3~24. TIO Files (2) 



';I> 

~ 
o,.,
Q' 0 

[Note: All the questions wer e phr a.oed as if' we kn ew nothing \ 
more about t hes e cyph ers thllll C IUl be ob tl\i ned f rom 
c aptured document s wh i ch h ave so f'nr c ome t o han • 
Th e Gennan names , c od e ' for l s, etc ., all oc cur in \ 
these documents . I n t he "Note s t o I nt erro za bor " \1
(NTI ) are given some furth er d e t a ils obtai ned f r om .01 
c~rptD.nalytic work.] 
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A. The "Geheimer Wett er - und Seeschlues sel del' Kriegsmari'1.e" 

[NTI : Th 1.s 1 the Germa.n Naval Met . oyph er which used t he
 
principle of trigram (3~f'igure) subs tituti on. It
 
is kno~~ from Z sources t o have al s o been call ed
 
"Mar-Ine Wet t er t aus cht af el n ' i • ]
 

1 . Q	 When wa s this c yph er fi rst intrcduced? 

A	 1940. 

2 .	 Q ¥ilia t author ity Wa S respo~9 ible f or devising the cypher? 
Was i t adopted a s a r es ult of c r,yptog raphic te s ~s and , 
if s o , wha t wer e t he s e tests? 

A	 The cypher was devi s ed by Reg .Rat. sDr' , RUH of M. If,D.
 
Tes ts [ unspecifi ed] wer e c arried out.
 

Wer e t he Tausch tafel n c onstructed by a machi n e or by 
drawing nurnbers ou t of a hat? Na s any system used in 
constructin any of t _em? 

A	 Dr. STIEHLER devi s ed syst ems of c ompiling Taus c ~t afeln,
 

on e consisti ng of t hree s t ips b eari figures in
 
hat t ed order . Th~ s e s trips were then s l i d on e ag~tns t
 

the other and the t r i gr aIDS read off. In appr oxizn..at el y
 
1942 they went over t o Hol l er i t h .
 

4.	 Q Why are the Tau s ch t afeln d t h e i r r eci procals bound in 
s epa r ate books not i n the s rune book as \vi t h t h e . 
Luftwaf f e Taus ch t a f el n? 

I t was eas i er t o work that WEJY . Certain ships and 
s t at i on s onl y ne eded t he encode , ot h er s only t h e dec cde . 
Considerabl e sav i ng of pap er w s effected by br i ng ing 
the encod e and decode parts out separat el y . 

[ G. C. C. S . Cormnent : Ever y s o- ca l l ed "decode" t abl e was 
in f act a l so used as an " encode" i n some encyphering 
p eriod or oth er . Th e cyph e r c ould not have been 
used by anyone unless bot h encode and decode books 
were t hand . ) 

5.	 Q \{hat is the signi f icanc e of the Aus gab e (10th to 20th) 
mention ed in a Cap -Doc .? Ax e these a l l there were 
and when vez-e they in use? 

A	 Ther e wer e up t o 22 Ausgeb en. 



6. Q Wa s eac h Tauscht afel u s ed once o r mor e often? Did a 
c ompl e t e Ausgabe r ecur? If so, what wa.s t he sys tem of 
r ep etit i on? 

[NTI : The answer t o bot h t hes e que sbdons i s "Yes " , but 
we wa nt t o m ow wh rrb prompted t he Gennans to c ormnit s o 
stupid a. c ~to er ror . ] 

Yes . The sys tem was t h a t t abl es which ha d been us ed by 
c ent r al s t ations , O~J ~0wa etc . , we r e l ater issued to 
ou t s tat i ons , e .g . in Gr eece and Italy. The author i ties 
wer e euex:« that t his was a cryptog r aphdc risk, but it 
waS f orced on them by the neces s Lcy f or economy of 
materi al. 

[G.c.C.S.Comn~nt: the a nswer is correct a s r e f erring t o 
Ausg ab en but not a s referri!'..g t o the Tausc ht afeln them
s aLv es , ] 

7. Q What i s the s i gni fi cance of the 4{~h, 5th, 7th, e t h , and 
9th Sonder au sgab e ment i on ed in the Cap .Doc.? Wer e 
thes e all , when were they us ed , and for what pur pose? 
Haw many Taus cht afeln did each contain? 

A Sond erausg aben wer e for emerg ency use. Th ey were als o 
u s ed by r aiders a s a standby s o that on arriva l in 
European wa t ers t r aff i c could be put out f or them 
specially in a k ey they could read . 

8. Q The Cap.Doc . call s the fol l owi n g "Vlichti ge l icldungen " : 
reports f rom U-Boats, f r om 2 eni t air c r a.f t , and f rom 
"WF-Geraeten" ( automatic weather r eporters ) . We r e 
n!1.'l s pecial precautions taken in encyphering and in 
dis tributing thes e rep or t s? 

[NTI: We believ e that d ouble encypher ing wi t h a table 
of Sonder ausgab e f ol l mved by an ordina~ Ausgab e 
t abl e wa s us ed , ] 

A It was con s i d er ed d esirabl e to restrict the d i stributi.on 
of t h ese reports . They wer e encyphered with tables 
mown as 'Ysoptafel' and 'Z ettarel'. 

9. Q Th e Cap.Doc. ment ions SYNOP NArnTIGAIJL. Wha:t were 
these? 

[ NTI: ~s s t h e viO'tim hard. on t his point . as tha5EI 
r epor t s have bean my ery througb.out t & """'-"'- ~ 
may be &oodea -of' Russ i an.or .Briti.sh c;yph . ] 

A 'Synop Nach t igall ' oo-naiated of d eoodea Of' Ttnidsh 
cyphers . Th ey were n ot v ery d iffi c ul t t o read . 

B. The "Wetter t aus cht afel n d er Luftwaffe"
 

[ NTI: The G.A. F . et . cypher: t rigr am substituti on aga in. ]
 

1 . Q Rep eat Questi ons 1, 2, 3, of' A again. 

A The 
r 

cyph er was devis ed by RelJ.Rat . Dr. 
_ . ..., 

WUSTHOFF 
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2. Q Why wa s a different cypher n eeded? Would not one rove 
served bot h Luftwaffe and Kriegsmarine? 

[ NTI: The existence of these two cyphers r epeati ng t h e 
same t exts was anot her r.mjor CT'JPt o error mde by t he 
enemy. ] 

A A different cypher wa s int r oduc ed for th e Navy b ec aus e 
(1) i t was found that Nava l ,r equi r ement s wer e d ifferent 
from G.A.F. requirements; and (2) it was though t ad 
visable f r om considerations of security not to overload 
the G. A. F . sy s tem unduly. 

[Not e by Interrog ator: this point was p r es sed, but Dr. 
STIEHLER s t uck t o i t.] 

3 . Q One captured s e t of t ables shows t here wer e 18 t ableo 
( 9 r eciprocal po.irs ~ to a Heft al l finnly b ound, 
anot h er shows a Heft bound in 5 books with 15 r ecipro
cal p airs to a book, the b ooks l ab e~led Gruppe A - E 
and arranged so t hat tabl es ODJl be torn out t a pe r 
f oration . Why was this change brought in? V.'as it a 
security measure? 

[NTI : I n the earlier type of book each Tauscht afe1 
c ould be us ed more than once, in the s econd i t l ast ed 
for one p eriod of 24 hours only.] 

A Yes , it was a secur i ty measu r e, s o t hat indiv:i.dual 
tabl es could b e t aken in an ai rcraft wi t h out the whol e 
s et being c ompromis ed in t h e event of the los s of the 
aircraft. The stat e of th e book described in the 
question wa s transitional only, in order t o a dap t 
existing stock t o new requir ements . Eventually s e-
pa r a t e tab l e s were brought out . 

[Note by I nt erroga t or : Interrogator was unable t o g et 
down the whole of thi s answer t o this ques t i on . ] 

[ G.C.C. S.Comment: Wettertauschtafeln were never f ound 
in German a i r craf t. Dr. STIEHLER is a pp arerrtIy 
t h inki ng of air-to-ground or Zenit cyphers.] 

4. Q What i s the meani ng of the code words Temp, Terra, 
Werot , Zenit f ound in the Cap . Doc.? 

[ NTI: The only mysterious one i s Wero t . ] 

A 'Werot' stands for ' Wetter Rot'; it corresp onds to 
t h e Naval 'Sonderwettermel dungen'. 

O. The "Sonder - Wett ertauschtaf el n dar Luftwa f fe" 

1 . Q 

A 

Rep eat Ques t i ons 1, 2, 

[ not a s k ed ] 

3 of A. 

2. Q What was the purpose of having .B till 
t atel cypher? . 

a t hi rd Tausch
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3. Q	 What were the contents of b :t:'Oatlc f\.s t s using t hl7 CYIJh l7r'? 

[NTI : The existence of t his cypher may hD.ve been due to 
(a) f ear of compromise on the Russian f ront ; (b) l ack 
of f aith in Germany's Eastern Al l ies. It was used in 
:.:-lnk'U1i a, Finland and occupi ed Russia. ] 

A	 TI. e cypher "as used f or r eports of a high degree of 
s ecrecy . 

Q£ner al Ques t ions on A, B, O. 

1. Q Wer e any Tauschtafeln ccmmon to A, B, O? 

[NTI: Some common to B and 0 have been foun
we r-ecover-ed 0 spasmodically, not much is le
this. ] 

d 
na m 

but, 
a

a s 
bout 

A The 
al l 

'Sondertafel fuer Atlantikfestung en' 
three servi ces . 

was cc : ~aon to 

[Note by Interrogator : Ques t i on apparently mf.cunder-s'tocd, ] 

2 . Q	 Wer e there any more Taus cht,U'el oyphers? 

[NTI : I bel ieve a s epaz-ate one may have been r.sed for 
r e broadcasting decode s of Rus sian Met . cyphe~3 .] 

A	 Ther e was 'Schluessel S chwarz~eer 9 , so call ed be cau se 
it was first used in the Black Sea. It consisted of 
bigram substitution t ables and ran from 1942 - i 9~-4 . 

[Not e by Interrogator: No indication that it was us ed 
for r e-broadcasting d ecodes. ] 

D. 

1 , Q	 Did the G.A.F. or the Gennan Navy use any other t ypes 
of cyph er system for ~e t than the Tauschtafeln? I f so, 
wha t wer e they and what wer e they called? 

[NTI: fe know they used addi t i ve s, simple-substitutions 
et c .] 

A	 Froo 1944 oIWvards addi t i ve ' one-time pads wer e used on 
the British model. 

[Note by Interrogator: Dr . STIEHLER showed that he 
had some knavledge of British ket o systems and evi
dently expected a s er f .es of press i ng questd.ons on 
this poi nt . Interrogator felt , h ~/ever, that the 
Ir.D.t ter had. Det t er not b e L'a i s ed wi t hout sp eci :..l 
brief i ng and stuck to the questionnaire .] 

[G.o.O.S.Oomment: Only one small line of one-time 
_ -. ~ ..L.-_.J:'~":_ •• • ~ _.1... ~ _ ..:J " ' __ L. ,, _ 
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2. Q Vlhy wer e si',e c i Tll C Q r18S - l.T... I}n 8"r t h n.n \;h< : Tl1tu;,.: n ...+.; 0nnJ 

i,1et. Code - us ed for Zenit (Aircraft) observat i ons and 
thos e from Polar s t at i ons? \Vho devis ed these codes? 

A The Copenhagen lObs' presupposes participation of a 
large numbe~ of widely distributed stations in order 
to produce a workable synoptic char-b. In war-time 
this is impracticable. It was therefore necessary to 
devise a cod e which should reckon with f actors not in
cluded in the Copenhagen ~Obs'. The latter f or in
stance was particularly weak on ' general nature of the 
weather' . The p er-s on who devised the codes was Dr. 
STIllffiER himself. 

~ 

- . 

1. Q Vfuo devised and controlled the met . cyphers used by the 
Finns, RWTh~nians, Italians, etc. ~hilst they were 
Germany's Allies? \Vhy were addi t i ves us ed and what 
s ecurity measures for controlling the loads were t aken? 
What were they called by tihe Ge:rrilD.ns? 

[NTI: Italian cyphers 'were captured; the r est ar e 
known from crypto work only.] 

A Not known. Ask the Luf'twaf'f'e. 

2. Q \Vhos e idea was the transpositi on used for interchange 
of Lnf'ormatri.on between the Russian and German ,let . 
services in 1940-41? 

A Not known, Dr. STIEHLER did not join 4 SKL II unt i l 
the end of 1941. 

F 

Q Why was it necessary to have so many collective 
weather broadcasts? Woul d not one or two have served? 
Was no distribution of observations made by tele
pr i nt er broadcast and, if so, why 'Were WiT trans
missions necessa~ at all? 

A Not known, Ask the Luftwaffe. In general the Tip 
ne~vork was unsatisfacto~ and the elapsed time was 
very long. 


